
e would like to share with our industry stakeholders the specific findings 
of the Global Claims Review report, published by Allianz Global Corporate 
& Specialty (AGCS), one of the leading institutions of the insurance indus-
try, in which more than 500,000 insurance claims were analyzed in the 
5-year period between January 1, 2017 and December 31, 2021.

These losses, which were encountered in more than 200 countries and regions and 
total compensation payments amounting to approximately 89 billion Euros (approxi-
mately 48 million Euros per day), are listed according to the most common cause of 
these damages as follows:

1- Fire/explosion %21
2- Natural catastrophes %15
3- Faulty workmanship/

maintenance %9
4- Aviation collision/crash %9
5- Machinery breakdown %5
6- Defective product %5
7- Shipping incidents %3
8- Damaged goods %3
9- Negligence/misadvice %2
10- Water damage %2
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Although maritime accidents are included in this list with a rate of 3%, it should not 
be forgotten that other damages such as fire and natural disasters may also affect 
business lines that are directly related to the maritime industry, such as port and 
logistics, within the global supply chain. (e.g. 2020 Beirut port explosion)

One of the other issues included in the report is the cyber risks that have increased in 
frequency especially after Covid 19. It is known that one of the new favourite targets 
of cybercriminals in these years of the ‘digitalization at sea’ transformation in which 
we are all involved, is busy ports, large ships or the companies that operate them.

The types of cyber-attacks are generally as follows, and we would like to share some 
recent events encountered by the maritime industry; 

• Hacktivism: Invasion of computers and websites by activist groups to draw atten-
tion to their aims and to create pressure.

• Cybercrime: Actions taken for both personal harm and financial gain.
• Cyber Industry Espionage: Attacks/infiltrations made to stop rival companies’

business, defame their name or prevent their products or services.
• Cyber Terrorism: Political attacks on hardware, software and databases.
• Cyber War: Attacks by countries in conflict to damage each other’s computer net-

works, especially in military areas.



Recent cases:
• 2017 NotPetya Attack: This attack, whose main target was Ukraine’s digital

infrastructure, also spread to the systems of one of the world’s largest container
lines, causing great material and operational damage.

• 2011-2013 Antwerp Port: Drug smugglers accessed the port systems by obtain-
ing user information first and then changed the recipient information of the import
container containing concealed drugs and easily removed their drug shipments
from the port.

• 2019 Strait of Hormuz: As a result of international conflicts in the Strait of Hor-
muz unconfirmed attacks were reported on each side by interfering with the GPS
receivers of each other’s ships resulting in navigating in the wrong territorial wa-
ters, giving the other party an excuse to confiscate the vessel.

Although she did not ground as a result of a cyber-attack, the economic damage 
caused by a new generation container ship named Ever Given, which blocked the 
Suez Canal in 2021, has been in our memories. This event, which shows how fragile 
the global economic cycle is, is an example of how attractive a planned attack on the 
right target in maritime transport, one of the most important building blocks of this 
cycle, can be for cybercriminals.

Although the ‘Maritime Cyber Risk Man-
agement in Safety Management Systems’ 
resolution, which was first published as 
a guideline by IMO In the light of similar 
developments, ensures that the proce-
dures for the control of cyber risks of flag 
states are included in the existing Safe-
ty Management Systems (SMS), a study 
dated March 2022 reveals the following 
results:

• Shipping companies pay an average US$3.1 million in cybersecurity ransom pay-
ments per incident due to gaps in their risk management,

• 26% of seafarers do not know what actions are required of them during a cy-
ber security incident, and 32% do not conduct any regular cyber security drills or
training. Ashore, 38% of senior leaders either don’t have a cyber security response
plan or are unsure if their organisation has one,

• More than half of shipowners spend less than $100,000 a year on cybersecurity
management,

• Only 34% of industry professionals believe their organisation has insurance in
place to cover cyber-attacks.

Issues like the above ones once again prove that the maritime industry is just at the 
beginning of this journey.

We as the MTR family, will continue to stand by you as our valuable business 
partners, with our relevant training packages during these transformation years, 
when awareness of cyber security within the scope of the Safety Management 
Systems and the purchase of the right insurance policy are seen as essential.“
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